Multi-Factor Authentication (MFA) Initial Setup with an
Authentication App

Multifactor authentication (MFA), also known as two-factor authentication (2FA), is a feature which
allows users to better protect their account by requiring additional steps when signing in. MFA increases
security on your account by requiring you to first sign in using your username and password, then
approve the sign in request using a second factor like your mobile phone.

MFA can be configured via Text Message, an Authentication App, or both.

To use an app, download the Microsoft Authentication App from the app store for your device.

We recommend installing the Microsoft Authenticator app to your mobile phone. It is available on both
the App Store for iPhone and Google Play for Android. You can easily Approve or Deny login requests
via a prompt on your phone.

Microsoft
Authenticator

Protects your online identity

1. When logging in to AC Email or MyAC Portal, you will be prompted with the “Let’s you're your
account secure” screen. Select “Next”.
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Let's keep your account secure

We'll help you set up another way to verify it's you.

Use a different account

Learn more about verifying your identity



https://go.microsoft.com/fwlink/p/?LinkID=2168643&clcid=0x409&culture=en-us&country=US
https://go.microsoft.com/fwlink/p/?LinkID=2168850&clcid=0x409&culture=en-us&country=US

The next prompt will ask you to get the Microsoft Authenticator app. If you haven’t already,
install the Microsoft Authenticator app now, and then select “Next”
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Install Microsoft Authenticator

Install the app on your mobile device, then come
back here to continue.
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Set up a different authentication app

Set up a different way to sign in

Select “Next” on the Set up your account prompt.
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Set up your account in app

If prompted, allow notifications. Then add an
account, and select Work or school.

Set up a different way to sign in




4. When you see the Scan the QR code prompt, do not hit next. Continue to step 5.

Angelina
(College

angelina.edu
Scan the QR code

Use the Microsoft Authenticator app to scan the QR
code. This connects the app to your account.

Then come back and select Next.
Can't scan the QR code?

Set up a different way to sign in

5. On your mobile phone, open the Authenticator app. When prompted, allow the Authenticator
app access to your camera and to send notifications.

“Authenticator” Would
Like to Send You
Notifications
“Authenticator” Would Notifications may include alerts,
Like to Access the Camera sounds, and icon badges. These
i can be configured in Settin:
May be needed to scan QR code

to add a new account




6. Depending on the device, you will get one of the following screens (a or b):

For screen A skip to step 7. For screen B select Add account or the + icon. Then select Work or

school account then Scan QR code
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7. Scanthe QR image with your mobile phone.
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Scan the QR code
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Use the Microsoft Authenticator app to scan the QR
code. This connects the app to your account.

Then come back and select Next.
Can't scan the QR code

et up a different way to sign in




8. Your account will now be listed in the Authenticator App.
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9. Select “Next” on your computer.
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Scan the QR code

Use the Microsoft Authenticator app to scan the QR
code. This connects the app to your account.

Then come back and select Next.
Can't scan the QR code?

Set up a different way to sign in

10. Enter the number displayed on the screen into the prompt on your mobile phone and

select “Yes”
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Let's try it out

14

Enter the number shown in the app to approve the
sign-in request.

Set up a different way to sign in

Are you trying to sign in?
@angelina.edu
angelina.edu

Enter the number shown to sign in.
14

No, it's not me

Yes

Nrs s sew -




11. You will receive a “Authenticator Added” message on your computer, select Done
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@ Authenticator Added

You can now use Microsoft Authenticator to approve
sign-ins, get one-time codes, and more.

This is now your default sign-in method.

Done
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